
 

 

 
 

 

 

 
IT SECURITY POLICY 

 
 
Updated May 2018 
Approved by the Principal 
 
 
 
 
 
 
 
 
 
 
1.    Introduction 
 
1.1  Big Creative Academy operates across several sites and most staff members have access to many 

devices on which Academy business is conducted. The guidance below has been developed to 
ensure that Academy information is kept secure in accordance with the Academy’s GDPR Policy 
(see also Appendix A on the key responsibilities for staff managing the technical environment at the 
Academy). Colleagues must take personal responsibility for their own devices and ensure the 
guidelines below are adhered to in order to ensure the security and integrity of data.  

 
1.2  There is a particular focus on the use of social media at the Academy (see Appendix B). If you are 

at all unsure about any of the items in these guidelines please ask a member of the IT team to help 
you. 

 
 
2.   Email Security 
 
2.1 Emails are generally not entirely secure and it cannot be predicted whether or not the correct 

recipient has received the email or whether it has been read by someone unintended. It is therefore 
generally unwise to send sensitive or confidential information via email. 
 

2.2 Precautions should be taken to make sure the email has been addressed properly to the correct 
recipient. 
• Do not leave emails logged in on any computer whether personal, work, internet café or any 

other place. 
• Never give out your username and/or password to anyone and avoid writing down this 

information where others can obtain it. 
• If emails are enabled on a mobile device, tablet or laptop users should ensure the device is 

well protected (pin lock etc.) 
 
 
3.    Phone Security 
 
3.1  Mobile phones are prone to theft, hacking and other kinds of abuse. Correct precautions should be 

taken to avoid any security issues from arising. 

This policy links to and should be read in conjunction with the following policies: 
• Guidance for Staff on Appropriate Conduct and Behaviour 
• Safeguarding and Child Protection Policy 
• Online Safety Policy 
• Parent Consent Form 
• General Data Protection Regulation (GDPR) Policy 

 



3.2 Precautions should be taken along the following lines: 
• Users must have a safe pin lock on their devices; pin locks should not contain guessable 

values such as ‘0000’, ‘1234’ etc. 
• Smart phones have GPS integrated; this should be taken advantage of with apps such as 

‘Find my iPhone’ (Apple) or ‘Find my Phone’ (Android) and many other similar products 
available in the app stores. 

• Anti-virus apps should be used to prevent hacking / viruses entering smart phones. 
• Devices should not be left in vehicles; should not be put down in public places and should 

remain with the owner at all times. 
• Take note of the IMEI number in case of theft (this will allow the provider to block the phone 

from further use) 
• Insurance should be considered and is highly recommended 
• Bluetooth is no longer heavily used and should be turned off when inactive to avoid ‘blue-

jacking’ (where individuals send anonymous messages containing viruses) 
• Smart phones should be kept updated as much as possible (mobile phone firmware / 

operating system – updates are provided free from the manufacturer) 
 
 
4.    Personal Computer / Laptop / Tablet Security 
 
4.1  Personal computers / laptops / tablets should not be considered ‘safe’ on the basis that the 

device is owned. Precautions should still be taken to ensure the safety of the device and user 
information. 

 
4.2 Precautions should be taken along the following lines: 

• Login username and password must always be enabled (no automatic login to a certain 
account).  

• Passwords should not be left blank or be easy to predict such as "password", "bca" 
• Apple devices are equipped with ‘Find my iPhone’ which can be used for all Apple devices 

(iMacs, MacBook Pros etc.) this should be enabled to trace lost / stolen Items and 
potentially catch thieves. 

• Anti-virus software should always be installed and active to avoid hacking and / or viruses 
• Programs such as iCam should be installed for monitoring your device as it uses inbuilt 

cameras or external webcams to monitor activity and notify owner (the camera feed can be 
accessed remotely using other devices)  

• Ensure operating systems and all programmes are updated regularly in order to avoid 
being attacked 

• Devices should not be left in vehicles; should not be put down in public places and should 
remain with the owner at all times. 

 
 
5.   Removable Storage Devices 
 
5.1 Please do not use remote storage devices such as memory sticks or removable hard drives for 

sensitive data unless they are password protected. 
 

5.2 If colleagues are frequently working at home they should set up a VPN to access the 
Academy’s shared drive. Please ask the IT team for details.  
 

5.3 In no circumstances should you email files to a personal address which contain sensitive data 
or save individual files on a personal device.  

 
 
 



6. Use of photos/videos 
 
6.1 The use of photos and videos featuring learners for internal use is agreed with parents and 

learners in the Parent Consent Form.  
 
6.2 The use of photos and videos featuring learners for third party use is at the discretion of the 

Principal and learners’ consent will be sought on an individual basis. 
 
 
7.   Web Filtering Systems 
 
7.1  Big Creative Academy currently use Lightspeed Rocket as their web filtering application. This 

enables the Academy to restrict what websites a user can and cannot access over the 
internet. 

 
7.2 The web filtering system contains keyword and content filters which will filter out websites that 

contain specific keywords or predefined content (such as pornography, for example). When a 
user types in a search query, the software determines, via the use of keywords or through 
access to previously databased information, what is contained on the site. 

 
7.3  At the end of each month a monthly report is run on web filtering and passed to SMT. The 

monthly report will show the following: 
• Users (staff & Students) who have been blocked 
• Sites that have been blocked 
• Users (staff or Students) who tried to access these suites or used works that have been 

blocked. 
 
7.4  If a staff member would like a certain site unblocked for the duration of their lesson, then they 

should raise a Helpdesk call for the site to be unblocked for the day. The site will then be 
blocked again once lesson is over. 

 
  



APPENDIX A: KEY REPONSIBILITIES FOR STAFF MANAGING THE TECHNICAL 
ENVIRONMENT 
 

• To provide a safe and secure technical infrastructure which supports safe online practices 
while ensuring that learning opportunities are still maximised. 

• To take responsibility for the implementation of safe security systems and data in 
partnership with the senior management team (SMT).  

• To ensure that suitable access controls and encryption is implemented to protect personal 
and sensitive information held on school-owned devices. 

• To ensure that the Academy’s filtering policy is applied and updated on a regular basis and 
that responsibility for its implementation is shared with the Designated Safeguarding Lead 
(DSL). 

• To ensure that the use of the Academy’s network is regularly monitored and to report any 
deliberate or accidental misuse to the DSL. 

• To report any breaches or concerns to the DSL and SMT and together to ensure that they 
are recorded and appropriate action is taken as advised.  

• To develop an understanding of the relevant legislation as it relates to the security and 
safety of the technical infrastructure. 

• To report any breaches and to liaise with the local authority (or other local or national 
bodies) as appropriate on technical and infrastructure issues. 

• To provide technical support and perspective to the DSL and SMT, especially in the 
development and implementation of appropriate online safety policies and procedures. 

• To ensure that the Academy’s ICT infrastructure/system is secure and not open to misuse 
or malicious attack. 

• To ensure that appropriate anti-virus software and system updates are installed and 
maintained on all setting machines and portable devices.  

• To ensure that appropriately strong passwords are applied and enforced for all but the 
youngest users. 

 
 
 
  



APPENDIX B: SOCIAL MEDIA 
 
Any learner or member of staff who has concerns about the behaviour of either a member of staff 
or a learner must report those concerns immediately to the Safeguarding Lead. Please also refer to 
the Guidance for Staff on Appropriate Conduct and Behaviour and Online Safety Policy. 
 
 
Rationale  

• Big Creative Academy does not wish to restrict free speech or stop individuals expressing 
opinions but that when such activities compromise the organisation, present a safeguarding 
issue or a clear risk of breaching legislation then it will be entitled to act 

• We welcome the development of new technologies for communicating and will use them 
wherever they are appropriate to enhance our work with young people.  

• We recognise our responsibility to take all reasonable measures to ensure that the risks of 
harm to young people’s welfare are minimised; and, where there are concerns about young 
people’s welfare, to take appropriate actions to address those concerns.  The organisation 
acknowledges that this includes keeping young people as safe as possible when using 
social media 

• We recognise the need to protect staff from inappropriate conduct from young people in 
their personal lives and from situations that may make them vulnerable to unjustified 
allegations of wrongful conduct. Inappropriate conduct and unjustified allegations made via 
social media will be taken as seriously as inappropriate conduct and unjustified allegation 
made in other contexts 

• We acknowledge that working for Big Creative Academy requires appropriate conduct in 
public spaces outside our work and in our personal lives and that this includes electronic 
communication.  

 
 
Narrative 
 
In today’s society, children, young people and adults interact with technologies such as mobile 
phones, games consoles, portable tablets and the internet on a daily basis and experience a wide 
range of opportunities, attitudes and situations. The exchange of ideas, social interaction and 
learning opportunities involved are greatly beneficial to all, but can occasionally place young 
people and adults in danger. Big Creative Academy is proud of its innovative approach to teaching 
and learning, and the use of digital media to widen skills and aspirations in learners, and 
consequently takes the responsibilities and risks involved in new technologies seriously. 
 
This policy covers issues relating to staff and learners and their safe use of the internet, mobile 
phones and other electronic communications technologies, both during and outside core learning 
hours. It includes education and training for all Academy staff and learners on risks and 
responsibilities and is part of the ‘duty of care’ which applies to everyone working with young 
people and vulnerable adults. 
 
Learners and staff cannot be prevented from exposure to risks both on and offline. All members of 
the Academy community will be empowered and educated so that they are equipped with the skills 
to make safe and responsible decisions as well as to feel able to report any concerns. All members 
of staff need to be aware of the importance of best practice in the classroom in order to educate 
and protect learners in their care. Members of staff need to manage their own professional 
reputation online and demonstrate appropriate online behaviours. 
 
It is an extremely important part of the Academy offer that learners have the opportunity to interact 
with creative industry professionals, guest speakers and other adults. The Academy sees itself 
acting as a surrogate network for young people whose families are not able to do this on their 



behalf. Use of electronic communication is an essential and vital part of this networking opportunity 
and as such staff are not prohibited from contacting learners using social media and other methods 
if this contact is made in order to facilitate learner progression. If they chose to do this staff must 
have consideration for their own safety and also pay regard to the perception of the contact that is 
being made. Further guidance on this is below. 
 
The exception to this is where the learner is under 16 in which case all contact is prohibited unless 
using an official Academy mobile phone, email address or social media accounts. 
 
It is crucial that everyone is aware of the offline consequences that online actions can have. 
Breaches of this social media policy may lead to civil, disciplinary or criminal action being taken 
against staff or learners. If required to do so, the Academy will assist the authorities by submitting 
all your correspondence if allegations are made against you whilst using Academy technology or 
acting in the capacity of tutor-learner relationship.  
 
Learners and staff must not represent their opinions as those of the Academy, or make, post 
forward or publish by any means comments that fall into the following categories: 

• Harassment regarding protected characteristics as defined under the Equality Act (2010) 
• Discriminatory or defamatory comments or material  
• Bullying 
• Inciting racial or religious hatred 
• Making threats or discriminating, even as a joke 
• Making malicious comments 
• Leaking of confidential information  
• Leaking or unauthorised posting of personal information 
• Posting photos or other personal information on social media websites without permission 

(which can be given verbally) 
• Online stalking 
• Anything likely to be bring the Academy into disrepute 

 
Comments left on social media can be discriminatory even if they take place out of working hours. 
A useful guiding principle for staff and learners is that if you wouldn’t say it to someone’s face, 
don’t post it online. 
 
Appropriate online conduct 

• If in doubt refrain or consult 
• Ask permission to tag or upload (verbal is fine) 
• It is the responsibility of every learner and member of staff to familiarise themselves with 

the organisation’s policies as they apply equally to online activity 
• Count to ten before posting in anger 
• Avoid careless talk and do not compromise staff or learner privacy 
• Use social media responsibly and stay safe at all times 
• Security settings are crucial – if you don’t know how to do this you must ask 
• Postings outside core hours still count 
• Be accurate, fair and transparent when creating or altering online sources of information on 

behalf of the Academy. 
 
Staff should consider de-coupling their personal and professional lives and decide on the best form 
of social media for interactions with learners. Suggestions include: 

• More than one social media profile (separate one for learners) 
• Use Linkedin as alternative to Facebook as it is more appropriate for professional 

networking 
• Engage with learners on Twitter as it holds less personal information 



 
 
Definitions 

• Electronic communication includes using mobile phones, computers, portable tablets and 
other devices for email, text, instant messaging and social networking 

• The term “staff” used in this policy includes all adults present at Big Creative Academy 
whether employed, contracting, volunteering or present for any other reason 

 
 
Compliance with safeguarding children agenda  

• We will ensure that our staff follow the requirements of all relevant legislation as well as the 
Safeguarding and Child Protection Policy  

• We will train our staff to follow this policy and we will regularly monitor its implementation. In 
addition, we will carry out a full review of this policy annually.  

 
 
Appropriate reasons for contacting a young person using electronic communication  

• Under certain circumstances it may be appropriate to have professional contact with young 
people with whom the Academy is working using electronic communication. For example to 
let them know about an opportunity for networking and progression or to give them 
information that will further their learning. 

• We recognise that there will be times when it is necessary and important to use electronic 
communication: for example, sometimes it is easier for a young person to express a 
concern, thought or question using a text message or through social media sites rather than 
in person.  

• We will only use electronic communication for genuine reasons relating to our work with a 
young person, or as part of a targeted recruitment or outreach strategy, and not for general 
socialising or unnecessary contact.  

• Other genuine reasons could include responding to a question or comment from a young 
person, contacting them to reassure them of support or confirming arrangements for a 
meeting or activity.  

• Unnecessary contact could include sharing personal issues or anything that might burden a 
young person. Excessive contact will also be inappropriate.  

 
 
Mobile phones and texting 

• Staff should take great care not to use language that might give the wrong impression or 
create misunderstanding when communicating with a young person, especially when using 
the informal language and shorthand often used in texts.  

• Staff should seek advice from a member of the SMT whenever there is doubt or concern 
over the content or context of electronic communication.  

• If there is any concern about the content of communication a record of texts sent and 
received should be kept backed up electronically for reference and made available to a 
member of the SMT if required.  

 
 
Email 

• Staff should only use an agreed email account for email contact with young people with 
whom the Academy is working, which will always be a bigcreative.education account. Staff 
must not use their personal email accounts for contact with young people.  

• If there is any concern about the content of communication a record of emails sent and 
received should be backed up electronically for reference and made available to a member 
of the SMT if required. 

 



 
 
Social networking and instant messaging 

• Unlike email or texting, social networking and instant messaging involves the possibility of 
contact with the friends of the young person or of the staff member. This raises particular 
concerns for safeguarding young people.  

• Staff should give serious consideration whether or not to use their personal social 
networking or instant messaging accounts for contact with young people. Staff should seek 
advice from a member of the SMT whenever there is doubt or concern over social 
networking protocol 

• Staff should ensure that the content of their social networking accounts, including pictures, 
are appropriate. Comments and other content must not be derogatory towards those with 
whom Big Creative Academy is working, including young people, school staff and other 
organisations. All content must be appropriate to the role of a staff member of Big Creative 
Academy. 

 
 
Examples – what does good practice look like? 

• If you need to meet a former learner to help them with their progression do it during the day 
and meet in a public place. Wherever practicable it is advisable to inform someone else 
such as a colleague that you are meeting with a young person 

• Letting learners know if there are opportunities for them, but being clear about what they 
can do and how they may benefit from the opportunity.  

 
 
Examples – what does questionable practice look like? 

• Friending a learner on Facebook when your profile has personal information on it 
• Meeting a learner in private or at your house  

 
 
 


